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2.3.

2.4.

Policy statement

The University of Reading (“University”) recognises and embraces the benefits and
opportunities that social media can bring as a tool. It can be used to share news,
information and successes, keep staff and students up to date with important
developments and promote academic freedom through healthy debate about
research and matters of public interest. There is, however, an inherent risk involved
in using social media, in that it is an instantaneous and far-reaching form of
communication. The University encourages engagement, collaboration and
innovation through social media; however all must be aware of the potential impact
that inappropriate use can have on staff, students and the reputation of the University.

This policy does not form part of any employee's contract of employment or any
student’s contract with the University and it may be amended from time to time,
consulting as appropriate. The Head of Corporate Communications has overall
responsibility for this policy, which will be reviewed annually.

Scope of the policy

For the purpose of this policy, social media is defined as any online interactive tool
that encourages participation, interaction and exchanges. New forms of social media
appear on a fairly regular basis; at the moment, examples of popular platforms
include Facebook, Instagram, TikTok, Snapchat, Twitter, YouTube, Linkedin,
WhatsApp and reddit, as well as blogs, discussion forums, instant messaging and
any website that allows public commenting or posting. These examples will be
updated from time to time, but this policy applies to all social media use whether or
not expressly listed in this paragraph.

This policy is intended to cover the use of all and any social media platforms used by
staff or students of the University, subject to the limitations set out below.

The University acknowledges that some of its staff and students use social media as
a form of professional communication, through official University websites and
accounts and/or by using the University name and logo. Further guidance on the use
of social media to represent yourself and/or your work in a professional context can
be given by the Digital Campaigns and Engagement Team (see section 14.1). For
the avoidance of doubt, all communications are within the scope of this policy. All
staff and students establishing a social media account or presence for work-related
content should seek prior advice and approval of intended content from their line
manager Digital Campaigns and Engagement Team; further guidance on approval
can be found in section 14.1.

Professional communications for the purposes of 2.3 include staff and students using
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official University of Reading or University of Reading Student Society affiliated
accounts and those referencing or communicating on behalf of an official University
account or University of Reading Student Society.

The University acknowledges that its staff and students may use social media in their
private lives and for personal communications. Personal communications include
those made on, or from, a private social media account, such as a personal page on
Facebook, a LinkedIn profile or a personal blog. It may be possible from those
accounts to identify you as associated with the University, so that in some cases your
activity may fall under the scope of this policy.

In all cases where a private social media account is used that identifies the University,
it must be made clear that the views expressed on or through that social media
account do not represent the views of the University. Your accounts should include
an appropriate disclaimer such as: "The views expressed here are my own and in no
way reflect the views of the University of Reading."

Freedom of Speech and Academic Freedom

Nothing in this policy is intended to have the effect of limiting either freedom of speech
or academic freedom within the Jlaw. For more information, see
https://www.reading.ac.uk/discover/-
/media/discover/files/pdfs/f77d0e49bc4047f2ab57b5598475a371.pdf

Using social media as a teaching and learning tool

Social media (in the same way as other apps and software) may only be used as a
teaching and learning tool if and once the proposed tool has been approved for use
by the University. If you wish to use a social media tool, you should check if it has
been approved (for example with your DTS Business Partner) and if it has not you
should seek approval through the normal routes via your DTS Business Partner. All
instructions issued by the University on the use of such tools must be adhered to and
staff must ensure that the terms and conditions of the social media platform are
consistent with the University’s intellectual property policy (see section 6).

All students must read, understand and agree to the terms of use of the social media
website and the University’s terms and conditions relating to the use of social media
in this context before accessing and posting content on social media in a teaching
and learning context.

If a student does not have and/or does not wish to create an account on the social
media platform that the staff member wishes to use, the staff member must make the
content available in another format so the student can access it or enable
participation in another way. The staff member must also ensure any content shared
on social media is accessible. More information about inclusive learning practice is
available at https://www.reading.ac.uk/cqsd/-
/media/project/functions/cgsd/documents/cgsd-old-site-documents/policy-on-
inclusive-practice-in-teaching-and-learn.pdf?
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and https://www.reading.ac.uk/essentials/Support-And-
Wellbeing/Disability/Accessible-teaching-and-learning-materials

Expected standards of behaviour

Staff and students are personally responsible for what they communicate and share
on or through social media and they must adhere to the standards of behaviour set
out in this policy and any related policies.

All communications on social media must be professional and respectful at all times
and in accordance with this policy. Use of social media must not infringe on the rights
or privacy of staff or students, and staff and students must not post content or make
comments about other staff, students or third parties that are unlawful or
discriminatory, constitute harassment, breach University policy or otherwise bring the
University into disrepute. More information about expected standards of staff and
student behaviour can be found at https://www.reading.ac.uk/human-resources/-
/media/project/functions/human-resources/documents/codeofgoodpractice2004. pdf

All use of social media must comply with the University's policies in relation to:
(a) Academic freedom

https://www.reading.ac.uk/discover/-
/media/discover/files/pdfs/f77d0e49bc4047f2ab57b5598475a371.pdf

(b) Code of Good Practice

https://www.reading.ac.uk/human-resources/-
/media/project/functions/human-
resources/documents/codeofgoodpractice2004.pdf

(c) Copyright

https://www.reading.ac.uk/imps/-/media/project/functions/information-
management-and-policy-
services/documents/copyrightpolicy.pdf?la=en&hash=B6D2A4CE9855FFA
460A63E50FE2B2479

(d) Data protection

https://www.reading.ac.uk/imps/-/media/project/functions/information-
management-and-policy-services/documents/data-protection-
policy.pdf?la=en&hash=15778401F0431888F5CFO0E7536256E6

(e) Equal Opportunities

https://www.reading.ac.uk/diversity/-
/media/project/functions/diversity/documents/equalopportunitiespolicyfinalj
uly1l7.pdf?la=en&hash=2B355698COCD1CF28AA819CAQ092EC616
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f Harassment & Bullying

https://www.reading.ac.uk/diversity/-
/media/project/functions/diversity/documents/harassment-procedure-final-
26-10-2018.pdf?la=en&hash=F937287ACEDC7510086E08DC301573B2

(9 Information security

https://www.reading.ac.uk/imps/-/media/project/functions/information-
management-and-policy-
services/documents/uorinformationsecuritypolicy.pdf?la=en&hash=746EE
CB1AB26D534EC6628FB1E7243A9

(h) Intellectual property

https://www.reading.ac.uk/research-services/-
/media/project/functions/research-and-enterprise-
services/documents/codepracticeintellectualproperty-
v2.pdf?la=en&hash=A884DF6E6125EB24DCA8F66A03F8CB34

® IT user regulations

https://www.reading.ac.uk/imps/-/media/project/functions/information-
management-and-policy-services/documents/010222-it-user-regulations-
policy.pdf?la=en&hash=64932FF1A11A35C1D78E1BC68F05780E&hash=
64932FF1A11A35C1D78E1BC68F05780E

Staff and students may also need to comply with social media guidance issued by
relevant regulatory bodies, for example, the Law Society or the Royal Pharmaceutical
Society and, where applicable, must familiarise themselves and comply with such
guidan

Social media should not be used for the purposes of recruitment or selection of staff
or students, other than to advertise positions and programmes at the University and
to deal with enquiries from prospective staff and students through official University
websites and accounts. Appropriate endorsements on professional sites such as
LinkedIn are permitted.

Staff and students must not provide references for other individuals on social media
and/or professional networking websites, as such references, whether positive or
negative, may be attributed to the University and may create legal liability for both the
author and the University.

Social media content must not refer to, or include, information that is in conflict with
or jeopardises the University's interests, is in any way inconsistent with an individual’s
duties to the University or breaches the rights of others. The following are examples
of content that are considered to be of an unacceptable nature and should never be
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any confidential information about the University (including subsidiary
companies and trusts) and its students, research and collaborative partners,
suppliers and customers;

any commercially confidential or sensitive information (which may include
research not yet in the public domain, indications of forthcoming
developments or funding bids, data or software code, non-public or not yet
approved documents, minutes, news or information or other information you
have been told or which it is clear is confidential);

official material that has not first appeared on the University website, in
private emails, or main University social media channels;

the work of someone else without obtaining permission to do so and, where
appropriate, crediting the author;

business strategy, intellectual property or plans for innovation or
commercialisation;

details of legal proceedings;

details relating to formal complaints that are under active investigation by
the University;

personal or confidential information about another individual (including
students and colleagues), including contact information;

material that could be deemed to be threatening, harassing, discriminatory,
illegal, obscene, defamatory or libelous towards any individual or entity; and

comments posted in breach of the terms of use of the platform, including
using names or accounts that may mislead other users of social media about
your identify or association with the University or another organisation. This
does not prevent the use of an anonymous username provided the rest of
this policy is followed.

Staff and students should be aware that innocently intended comments posted on
social media may be misconstrued. Staff and students should be aware that any
communication they make may not remain private and should not be assumed as

such.

The University has well-established ways for staff and students to raise any
dissatisfaction or concerns that they may have, including:

@)

Public Interest Disclosure (‘Whistleblowing’) Policy and Procedures -

https://www.reading.ac.uk/discover/-
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/media/discover/files/pdfs/40a7dc7200cb4chd8f1b84346805878f.pdf

(b) Employee Grievance Procedure -

https://www.reading.ac.uk/human-resources/-
/media/project/functions/human-resources/documents/humres-
grievance procedure-
v2.pdf?la=en&hash=6B44DA4D6483E9EFAC107E2DF46E70C9

(©) Student Appeals and Complaints Policies -

https://www.reading.ac.uk/essentials/-
/media/files/essentials/pdfandfiles/master copy -
student complaints procedure.pdf

(d) NeverOK

https://www.reading.ac.uk/essentials/The-Important-Stuff/Values-and-
Behaviours/Never-Ok/Never-Ok-campaign

(e) UCU representatives or Staff Forum representatives;
f RUSU/student representatives; and
(9) directly through line managers.

All concerns should be raised through such procedures, not on social media (see
section 11.2).

Intellectual Property

All staff and students must ensure that they have permission to share any third party
materials, including all images, photographs, text and videos, before uploading them
to or linking to them via social media and, where sharing is permitted, should ensure
that such materials or shared links are credited appropriately.

In addition, all staff and students must check the terms and conditions of a social
media account and/or website before uploading material to it; by posting material to
social media accounts and/or websites, ownership rights and control of the content
may be released. For this reason, caution must be exercised when sharing all
information, particularly if the information or intellectual property is owned by the
University, a grant funding body or any other third party.

The University is not responsible for any content posted by its staff or students, other
than content posted by staff using University accounts, or in the course of their duties,
as a form of professional communication and in communication with this Policy.
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Brand

The University's trademarks and logo (including those of Henley Business School)
belong to the University and may only be used with prior approval from a
representative of the Marketing, Communications, and Engagement team:
http://www.reading.ac.uk/internal/marketing-and-communications/MCE/MCE-
homepage.aspx?#Campaigns or in the case of Henley Business School the Henley
Business School Marketing and Strategy Office.

In order to protect the University’s brand, information and reputation, any account
that represents or claims to represent any part of the University must take direction
and/or grant access as required from the Marketing Communication and Engagement
function.

Roles and responsibilities
All staff and students are responsible for:

(a) ensuring that any use of social media is conducted in line with this and other
relevant policies;

(b) ensuring the University’s Digital Campaigns and Engagement team is
informed and has approved when an account representing a function of the
University is to be created;

(c) regularly monitoring, updating and managing content they have posted;

(d) managing security and passwords of institutional accounts, including
handovers to relevant staff as required;

(e) reporting and escalating matters as appropriate;

)] adding an appropriate disclaimer to personal accounts when the institution
is named or identifiable (see further section 2.5, above); and

(9) reporting any incidents or concerns in line with section 11.

All line managers and Academic Tutors are responsible (as applicable) for addressing
any concerns and/or questions arising out of the use of social media by those
representing a part of the University This can include those regarding posts or
comments, and support for this can be sought from line managers or the Digital
Campaigns and Engagement Team.

The Marketing, Communications and Engagement team is responsible for:

(a) authorising the use of relevant social media for marketing purposes by those
representing a part of the University; and

(b) supervising the process of securing and sharing access to institutional
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accounts that are directly managed by the Digital Campaigns and
Engagement Team, including handovers to relevant staff as required.

Monitoring

The University does not directly monitor student and staff social media accounts as
part of its own social media activities. However, the University does monitor mentions
of the University and other topics of relevance, so that it can respond directly to those
raising questions or concerns about the University. Activity by staff and students or
any other affiliations may appear as part of this monitoring. The University may also
uses Twitter lists and keyword searches to identify posts from University
departmental or staff accounts with a view to helpfully supporting those posts via
institutional accounts.

The University reserves the right, within the law, to monitor, intercept and review,
without further notice, staff and student activities using its IT resources and
communications systems, including but not limited to social media postings, for
legitimate purposes which include the investigation of alleged illegal or inappropriate
online behaviour, or where a potential breach of this policy or other relevant University
policy is reported, and compliance with its legal obligations.

Accordingly, any use of the University’s IT Facilities and Systems (including
where these are used to access social media) may be monitored by the
University in accordance with the Regulations for the Use of the University
of Reading’s IT Facilities and Systems https://www.reading.ac.uk/imps/-
/media/project/functions/information-management-and-policy-
services/documents/010222-it-user-regulations-
policy.pdf?la=en&hash=64932FF1A11A35C1D78E1BC68F05780E&hash=
64932FF1A11A35C1D78E1BC68F05780E

The University’s duties under the Prevent strategy include responding to and
investigating instances where individuals may be at risk of being drawn into terrorism,
and material posted on social media may form the basis of reports raised with the
University.

https://www.reading.ac.uk/discover/-
/media/discover/files/pdfs/governance/1425494b55054eccbd6cf9a31884fb4f. pdf

Where personal use of social media during working hours is suspected of interfering
with employment duties, the University may take further action.

The University may be required to conduct further enquiries when it is made aware
of alleged inappropriate online behaviour, or where a potential breach of this policy
or any other University policy or Regulation is reported. This may include using
comments, videos, photographs, or any other online material which have been posted
or shared on social media sites as part of this investigatory evidence, and, if
appropriate, any subsequent disciplinary process.
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https://www.reading.ac.uk/imps/-/media/project/functions/information-management-and-policy-services/documents/010222-it-user-regulations-policy.pdf?la=en&hash=64932FF1A11A35C1D78E1BC68F05780E&hash=64932FF1A11A35C1D78E1BC68F05780E
https://www.reading.ac.uk/discover/-/media/discover/files/pdfs/governance/1425494b55054eccbd6cf9a31884fb4f.pdf
https://www.reading.ac.uk/discover/-/media/discover/files/pdfs/governance/1425494b55054eccbd6cf9a31884fb4f.pdf
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Data Protection and Freedom of Information

The General Data Protection Regulation and Data Protection Act 2018 (“DP Law”)
applies to personal data posted to social media as it does in other contexts, whether
public or private accounts. You must ensure that all posts comply with DP Law and
the University's Data Protection Policy.

Consent may be required when taking and using photographs and video for social
media. This may involve release forms. More information can be found at
https://www.reading.ac.uk/imps/data-protection/data-protection-considerations-for-
images

Staff and students should not post personal data about staff and/or students and/or
a third party on social media without the agreement or knowledge of the person to
whom it relates. Some exceptions to this may apply for academic, literary and
journalistic purposes, for example, colleagues posting to and commenting on an
academic paper.

The Freedom of Information Act 2000 may apply to posts and content that is uploaded
to official University websites, or any other website belonging to a public authority. As
such, if a request for such information is received by the University (or other public
authority), the content posted may be disclosed.

Incidents and response

Any student, member of staff or member of the public can raise a concern about
social media content posted by a member of staff or a student on social media to the
University’s Digital Campaigns and Engagement Team (see section 14.1), who will
review the circumstances and decide on the most appropriate and proportionate
course of action. This may include referring the matter to be dealt with under a
different procedure, including those detailed below.

Any staff or student may raise a concern or make a complaint/raise a grievance if
they consider that a breach of this policy by a member of staff or a student relates to
them, and it will be considered in the usual way. Please see section 5.9 for more
information on how to raise concerns.

Where repeated concerns about the same or similar subject matter are raised, they
may not be progressed by the University unless they relate to new incidences of
breach of this policy or agreed actions arising from the original complaint have not
been implemented.

Where a member of staff or a student has any queries about the application of the
policy and how to use University social media, they can refer to the University’s Head
of Digital Campaigns and Engagement.

Consequences of a breach of this policy

Any breach of this policy may result in disciplinary action up to and including dismissal


https://www.reading.ac.uk/imps/data-protection/data-protection-considerations-for-images
https://www.reading.ac.uk/imps/data-protection/data-protection-considerations-for-images
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for staff or withdrawal/termination of registration for students.

Disciplinary action may be taken regardless of whether the breach is committed
during working hours and regardless of whether any University equipment or facilities
are used in committing the breach.

Any member of staff or student who is suspected of committing a breach of this policy
will be required to co-operate with any investigation.

The University has the right to request the removal of content from an official social
media account if it is deemed that the account or its submissions pose a risk to the
reputation of the University, or a risk to the reputation or safety of any of the
University’s community.

Where conduct is considered to be illegal, the University may report the matter to the
Police. Beyond that, any member of staff, student or third party may pursue legal
action against the individual, if they choose to do so.

Review and reporting

This policy will be reviewed initially after 12 months and thereafter will be reviewed
and updated every three years.

Further information
For further information in relation to this policy, please contact:

Victoria Pearson, Head of Corporate Communications
v.a.pearson@reading.ac.uk
lan Wilmot, Head of Digital Campaigns and Engagement

i.wilmot@reading.ac.uk
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